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This white paper discusses the Customer Due Diligence process and the solution that DEX
Regulatory Suite provides to support the Customer Due Diligence process.

Customer Due Diligence

In recent years, issues such as money laundering, terrorist financing, fraud, corruption and
sanctions legislation have received full attention, because these crimes have a major impact
on our society. Because these crimes are manifested through our financial system, legislation
has been developed for financial institutions to prevent and combat these crimes. DNB and
the AFM supervise financial institutions.

Literally, Customer Due Diligence means 'due diligence for the customer'. This means that
financial institutions must know their customers well to ensure that no financial crimes are
committed. Some important things a financial institution should know about its customer in
the context of CDD are:

e Whois the customer?

e Why does the customer want to use your
services and is this appropriate?

e Involve the client with risk-increasing
activities that increase the risk of money
laundering, terrorist financing, fraud,
corruption, tax avoidance/evasion and
sanctions legislation?

The Customer Due Diligence process is

developed by financial institutions to know their clients and not to establish relationships
with persons who could damage trust in the financial company. When a company falls under
the scope of a law or regulation (Wwft, SW, AMLD) and a relationship is entered into with a
potential customer, a CDD investigation must be performed. A CDD study is a risk assessment
and risk assessment in accordance with the guidelines of relevant legislation.

Without CDD, companies expose themselves to fraud and fines for non-compliance with the
requirements set out in laws and regulations. Failure to comply with laws and regulations can
result in large fines for companies, not to mention possible reputational damage.
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Implementation CDD

Financial organizations develop CDD and Sanctions policies on the basis of legislation and
regulations. This policy describes how financial institutions want to implement CDD
legislation and regulations.

Implementing the developed policy seems simple, but practice shows otherwise. In addition,
developments in this area follow each other in rapid succession and it is important to adapt
the CDD processes quickly. But why is implementing policy so difficult now?

The Wwft and Sanctions Act consist of abstract descriptions in which it is not stated how the
CDD investigation should be carried out. Many organizations have difficulty translating CDD
policy into practical implementation. However, it is crucial to get this right right away. When
the policy has been implemented and adjustments have to be made, this often means
remedial work. This is time consuming and therefore costs a lot of money.

A few points are listed below that a good methodology must meet:

e Research must be of high quality: CDD has become a broad field with many risks that
must be taken into account. How do you ensure that everyone touches on all
elements of the CDD investigation?

e Research must be reproducible: this means that decision-making must be well
documented, but a third party must also be able to establish how the client's relevant
risk classification has been determined (3rd party, such as DNB and AFM).

e Research must be carried out with sufficient speed: the commercial process will be
frustrated if it is not carried out quickly enough.

e Implementation of new developments: how do you ensure that new legislation and
regulations are implemented immediately? Think, for example, of new developments
in the field of tax avoidance and evasion.

e Monitoring risks: how do you ensure that specific risks at the customer can be
monitored in a timely manner?

e st clear to the organizations which risks are run in the customer portfolio and is the
CDD policy adjusted periodically?

DEX Data Explorers has developed DEX Regulatory Suite for Customer Due Diligence (CDD).
The software supports organizations that fall under the Wwft to properly implement their
CDD policy. The solution is designed in such a way that someone who has less experience
with conducting CDD research can still carry out a good investigation. The process is shown in
the next section.
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DEX Regulatory Suite CDD Process

In the CDD process, an institution collects a lot of information, which is often recorded in a
rather unstructured way, for example in a Word file. DEX CDD supports the entire CDD
process for Natural Persons (NP) and Non Natural Persons (NNP, business entities).

The diagram below briefly shows the CDD process.

Create customer
profile

Basic research

Carry out follow-up
research if
necessary

Assess risk based
on the conducted
research

Determine how
the risks are
managed

The CDD process is explained below per process step.

1. Create customer profile
The term Know Your Customer (KYC) means that you know who your customer is. That is why

every CDD study starts with creating a customer profile. This is the basis of good customer
research. The better this is carried out, the better the risks can be determined at the
customer. The customer profile includes the following elements:

e Recording general data of the relation data;

e Recording relationship image: who is the customer, what activities does the customer
perform, nature and purpose of the relationship, what services are offered, source of
assets/resources and the customer's transaction profile;

e Scope of research: exactly what and who are being investigated and why. Who are
the UBOs, who are the associated parties, are there environmental factors to take

into account;
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When the customer profile has been drawn up (based on supporting documentation), you
basically already know a lot about the customer. Now it is important that a risk assessment
must be made of the customer in relation to the risks specified in the law (money laundering,
terrorist financing, fraud, corruption and sanctions legislation). This is done by conducting the
basic research.

DEX RS for CDD records the files, the different aspects of the CDD file can be maintained.

&b Procesflow: DO111(2021-03-31 - o x

Algemene gegevens Management samenvatting Beschrijving relatiebeeld Scope onderzoek Basisonderzoek Vervolgonderzoek

Algemene gegevens

Dossiernummer | Datum rapportage[Naam adviseur D organisatie _[Type onderzock

Doi11j2021-03-31 _ [DOTT 0210331 [Billand [iot1 Acceptatie
Algemene gegevens
Dossiernummer Dottt Datum rapportage [2021-03-31
seur Billand Afdeling [ao11 Acceptatie door ‘RELVRE\at\evevantwnnrde\uke v
isatie | BSN-BSN-nummer v| IDorganisatie 0111 Handelsnaam  |Carlwood Juridische naam [Westside

BAR-Bardancings en clubs, Hotels, v | Rechtsvorm [Bve-8v | fardrelstie | VER-(ncidentele) verkooptransact [v
[ss9 Postcode. 27230 Plasts. [Seabrook Land | KW-KUWAIT | Telefoonnummer 4395764101

lorm Type onderzoek |ACC-Acceptatie v

Close

2. Basicresearch
In the basic research, risk indicators have been identified for Natural persons and Non-

natural persons to be able to detect risks as specified in the Wwft and Sanctions Act. The
following risk indicators apply to the NP and NNP.

Natural Persons ‘ Non-Natural Persons ‘
Geographical Risk Geographical Risk
Sector Risk Sector Risk
Transaction Risk Transaction Risk
Product/service risk Product/service risk
PEP risk PEP risk

Transaction Risk Transaction Risk
Third Party Risk Third Party Risk
Negative Signals Risk Negative Signals Risk
- Structure Risk

- Legal Form Risk

Basic questions have been developed for each risk indicator. When the customer profile is
properly drawn up, the basic questions of the risk indicators can be answered. By answering
these questions it becomes clear whether there are risks at the customer that need to be
further investigated.

DEX RS shows the customer's risk profile based on the answers given.

Example of determining geographical risk

A Private Limited Company (BV) that wants to become a customer of your organization has
activities in a high-risk country, Syria. The analyst can indicate in the basic research that the
client has activities in Syria.
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Syria is a high risk country, but why is this country a high risk? In a database, it is worked out
per country whether the country concerned has risk-increasing factors in the area of the risks
specified in the Wwft and SW (money laundering, terrorist financing, fraud, corruption,
sanctions legislation).

Syria is a high-risk country where all risks (listed in the Wwft and SW) apply. This means that it
must be investigated whether the aforementioned risks can be mitigated for the potential
customer. By filling in Syria in the basic questions, follow-up questions are automatically
triggered in the field of money laundering, terrorist financing, corruption/fraud and sanctions
legislation. By answering these questions it becomes clear whether the geographic risk has
been mitigated enough to enter into a business relationship.

Algemene gegevens Management samenvatting Beschrijving relatiebeeld Scope onderzoek Basisonderzoek Vervolgonderzoek

Basisonderzoek
Dossiernummer Datum rapportage||Naam adviseur ID organisatie Type onderzoek
DO0111]2021-03-31 |DCI111 2021-03-31 Billand 10111 Acceptatie
Basisonderzoek - samenvatting Create questionnaire forthisfile|
Vragen beantwoord? |Risico Materieel risico Handmatige afwijking |Verklaring
Co01 ooz coo3 Cond C005

Geografisch risico
Rechtsvermrisico
Structuurrisico
Sectorrisico
Product-dienst risico
PEP-risico
Transactierisico

Derde partij risico

Megatieve signalenrisico

Basisonderzoek - geografisch risico

A

Dossiernummer Do Datum rapportage |2021-03-31
Statutaire zetel I SY-SYRIAN ARAB REPUBLIC « | Overall Risico |3—HDDg ~
Plaats van vestiging I CY-CYPRUS « | Overall Risico

If none of the basic questions results in a medium or high risk, it is determined that there are
no risk-increasing factors and the customer can be classified in the low risk category.

In that case, the investigation is completed. When there is a 'hit' on one of the basic questions,
in-depth questions must be answered, i.e. the follow-up research.
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3. Follow-up research

The in-depth questions are automatically selected depending on which questions are triggered
in the basic survey. The example below shows which questions are triggered based on the
increased Geographical risk.

X - -
dl:nn Create questionnaire

Questionnaire for file D0111]2021-03-31 will be created for
categories:
. GRC-Geografisch risico corruptie
. GR5-Geografisch risico sanctie
. GRW-Geografisch risico witwassen

A detailed questionnaire for file D0111)2021-03-31 already
exists, The existing questions and answers will be deleted.
Praceed?

This makes it clear to everyone within the organization which follow-up research must be
carried out for the risks that are triggered in the basic research.

Below are some of the follow-up questions that have been selected on the basis of identified
risks.

Vervolgonderzoek

-

Dossiernummer |D0111 Datum rapportage 2021-03-31 Code GRC-Geografisch risico corruptie w~
onderzoeksonderwerp

Vraagnummer | GRC1-CORRUPTIE, Activiteiten en netwerken Beoordeel het risico op corruptie: - Welke activiteiten voert de klant uit en hebben die een relatie met een v ~

CORRUPTIE, Activiteiten en netwerken

Beoordeel het risico op corruptie:

- Welke activiteiten voert de klant uit en hebben die een relatie met een verhoogd risico op corruptie (denk bv azn defensie, handel in grondsteffen, of
projectfinanciering)?

- Zijn er activiteiten in landen met een heog corruptie risico?

- Zijn er derde partijen betrokken bij de transacties? (bv distributeurs, verkoopagenten, consultants of andere tussenpersonen)

- Zijn er belangen van de individuele bestuurders en medewerkers?

- Is er een afhankelijkheid van grote overheidscontracten voor inkemsten of van vergunningen?

Kijk bij de beoordeling ook op de website van het bedrijf en onderzoek het risico.

Antwoord

A
Dossiernummer D011 Datum rapportage 2021-03-31 Code GRC-Geografisch risico corruptie ~
onderzoeksonderwerp

Vraagnummer | GRC2-CORRUPTIE, Maatregelen en attitude Beoordeel of de klant maatregelen heeft getroffen om corruptie tegen te gaan. Heeft de klant maatregelen o ~

CORRUPTIE, Maatregelen en attitude

Beoordeel of de klant maatregelen heeft getroffen om corruptie tegen te gaan.

Heeft de klant maatregelen of beleid intwikkeld met betrekking tot:

- Hoe om te gaan met overheid officials en/of politiek prominente personen.

- Hoe om te gaan met derde partijen, en meer specifiek agenten en intermediairs.

- Hoe om te gaan met grote (overheid gerelateerde) aanbestedingen.

- Hoe om te gaan met donaties aan politicke partijen en/of liefdadigheidsinstellingen,

Antwoord
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4. Assess risk based on the conducted research

After the basic research has been carried out and possibly also the follow-up research, the
final conclusion can be drawn up. In this final conclusion it should be made clear which risk
classification is advised and why it is advised. It is then important that the risk classification is
accepted by an authorized employee(s). This data is all logged, so that everything is
reproducible.

Gevalideerd totaalrisico
Dossiernummer Do111 Datum rapportage |2021-03-31

Risicocategorie 2-Midden ~ | Aangemaakt op 2021-01-15 Accepteren door A0

Motivatie nsicoindeling |Risicoscore vastgesteld in vorig onderzoek
samengevat

Initigle categorie |3—Hnng + | Teaccepteren 1-Laag ~
risicocategorie

Moativatie risicoindeling |Op basis van geografisch risico
samengevat

Accepteren door Risicocomissie Geaccepteerd door  |Risicocomissie Datum van acceptatie |EEgREI 4] Definitieve risico categorie l;_HDug ~

5. Determine how the risks are managed

In the previous step, the final conclusion was established and the risk classification was
accepted. The risk classification is already a kind of management measure. The higher the risk,
the more often the customer must be analyzed for changes in the customer situation that
could influence an increased risk.

Additional management measures may also be required. For example, if new annual figures
will be released soon and the organization would still like to receive this, a management
measure can be introduced.

In DEX Regulatory Suite for CDD, the control measures can be recorded and monitored for
proper compliance. This completes the CDD process.

Beheersmaatregelen uit te voeren
A
Dossiemummer D011 Datum rapportage [2021-03-31 MastregellD [MO111 Categorie l—GR‘_GEDg,Efm”S,m = Type beheersmaatregel |7M0N-Mnmmen »

beheersmaatregel

Beschrijving soort |Monitoren situarie in land
maatregel

Status BH-In behandeling |« Startdatum 2022-04-21 Deadline  [2023-04-21 Medewerker MoT11
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6. Output, management information, recording documentation
With DEX RS for CDD, an entire file can be easily exported to Excel.

A B c 1] E F G H 1 J K L M N o

1 Scope onderzoek TOC
2
3 Scope van het ond k - verbonden ni i
4|
5 | Dossier Adres elatic

Dossiernu | Datum rapportageNaam KvK Straat Huisnummer Postcode |Plaats Land Telefoonnum |Relatie tot cllient [SBI-code Rechtsvorm Risicocateg
) mmer mer orie

D0111|2021-03-31|Painswick DO111 2021-03-31 Painswick [KO111 Casa Verde [599 2723L Seabrook  |KUWAIT [2395764101 | Associated party [Markthand |BV 2-Midden
Dr el in
zardappele
n, groenten

7 en fruit
8
2 |
10 Scope van het ond k - verbond ij
11
12 Dossier Adres Relatie

Dossiernu | Datum rapportag strazt Huisnum [Postcode  |Plaats Land Telefoonnummer |Functie |Relatie tot cllient Bijbehoren
13 mmer [tum mer de entiteit

DO0111|2021-03-31|Painswick DO111 2021-03-31 Painswick (KW 2021-02-28 | Casa Verde Dr 599 2723L Seabrook KUwAIT 4395764101 FO111 Associated party BO111

14
15|
16 |
17 |Scope van het onderzoek - toelichting
18 |

Dossiernu | Datum rapportag o 7

mmer structuur of UBOs meegenomen in actore

19 onder k
20 D0111|2021-03-31 DO111 2021-03-31 00111 LEIWNABCDEFGHIJKLM B0 00111
»

DEX RS for CDD has a number of predefined management reports, with which, for example,
the progress of the handling of follow-up actions can be followed. It is also possible to easily
add your own reports.

Risico's per status

E AFG
EE ANN
. BH
Hm STA

It is also possible to archive underlying documentation, for example identification documents
or transaction overviews, in the system. In this way, an easily accessible archive is built up per
file.
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Benefits of DEX Regulatory Suite for CDD

Below we list some key benefits of DEX Regulatory Suite for CDD:

e System where a full CDD search for both the NP and the NNP can be performed.

e The system supports the process; someone without much CDD experience is guided
through the study.

e Source documentation can be stored with the study, bundling the conducted study
with all relevant documentation.

e Changes in SIRA, Policy, processes can be implemented directly in the system so that
the organization remains compliant.

e Database of DEX Regulatory Suite CDD is kept up to date.

e The performed exam can be saved as a report

e All datais logged.

e The control measures can be monitored for correct and timely implementation.

e Management reports can be retrieved from the system. Types of reports are:

e Distribution of the risk classifications with regard to the customer portfolio

e Which risk indicators occur most frequently in the customer portfolio (important
input SIRA)

e Insight into the CDD workflow activities

e Insight into progress of control measures
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Norwin van Harmelen and Addition Knowledge House

DEX RS for CDD was developed in a collaboration between Norwin van Harmelen and
Addition Knowledge House.

Norwin van Harmelen has many years of experience in setting up, implementing and
managing Due Diligence processes. Based on this experience, Norwin developed the process
that underpins DEX Regulatory Suite for CDD.

Addition Knowledge House (http://www.addition.nu) is a DEX Regulatory Suite reseller.
Addition Knowledge House provides the following services related to DEX Regulatory Suite:
e implementation support

e maintenance ” & * "'\
e outsourcing business processes Ad d It I o n
Every situation is unique. That is why Addition
Knowledge House is happy to discuss with you how KNOWLEDGE HOUSE

we can optimally support your process.

DEX Regulatory Suite

DEX Regulatory Suite is the solution of DEX Data Explorers marketed by Addition Knowledge
House. In addition to DEX RS for CDD, there are modules of DEX Regulatory Suite that
support various regulatory reports. DEX Regulatory Suite supports the following regulations:

e CRD iv (COREP, FINREP, Funding Plans, Asset Encumbrance, Supervisory

Benchmarking Portfolio)

e AnaCredit

e Residential Real Estate

e Deposit guarantee scheme

e MIFID i
e SFTR
e (DD
e EMIR

e Monthly Securities Report (MER)

e Prospectus

e Socio-economic reports

e Digital Reporting (DRA)

e Solvency

e |ORPii

e Country risk

e Financial Assessment Framework (FTK)
e Premium pension institutions (PPIs)

e Tax reporting (VIA, FATCA)
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